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Selectively Exposing CCE Workloads

Overview

You can use APIG to selectively expose your workloads and microservices in Cloud
Container Engine (CCE). Using APIG to expose containerized applications has the
following benefits:

e You do not need to set elastic IP addresses, and this reduces network
bandwidth costs.

You can set up a VPC channel to access workloads in CCE.

e You can choose an authentication mode from multiple options to ensure
access security.

e You can configure a request throttling policy to ensure secure access to your
backend service.

e You can configure multiple pods for each workload for load balancing,
optimizing resource utilization and increasing system reliability.

Figure 1-1 Accessing CCE workloads through APIG

Public network VPC channel

Pod 01 Pod 02
User API Gateway

VPC

Preparing CCE Workloads

Create a cluster and workload in CCE, and add pods and containers to the
workload. For more information, see .

View the workload details on the CCE console, and ensure that the service access
mode is NodePort or LoadBalancer. For details, see NodePort or LoadBalancer.

e NodePort access
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Figure 1-2 Viewing the access
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Creating a VPC Channel

If the access mode of the target CCE workload is LoadBalancer, skip this
procedure and go to Opening an API.

Step 1 Log in to the management console, select a region in the upper left corner, and
choose Service List > Application > APl Gateway.

Step 2 Create a VPC channel.
1. On the VPC Channels page, click Create Fast Channel.

Figure 1-4 VPC channel list

21" VPC Channels @ vou can create 30 moe VPC channels (max. VR channes: 3

o]

2. Set the parameters according to the following figure and retain the default
values for other parameters.

For details, see APl Gateway User Guide.

Figure 1-5 Setting the basic VPC channel information

< Create VPC Channel

@ configure VPC Channel (2) select Cloud Serve (3) Finis

Learn how

Basic Information
Name apig-cce

* Port 30249 Access port of the workload

Distribution Algorithm m WwLC SH URI hashing

Health Check Configuration
Learn how

Protocol (@) TP HTTP HTTPS
Advanced Settings v

Step 3 Add the node that contains the CCE workload you want to access through APIG.

You can add multiple nodes for load balancing.
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{  Create VPC Channel

o Select Cloud Server

@ Finish

@ Configure VPC Channel

You can add 200 more cloud servers (max. cloud servers: 200). Select Cloud Server
(® Select Cloud Server 1

Cloud Server Name

© The 100.125.0.0/16 segment must have been configured for security groups of the backend
cloud servers in the inbound direction. Otherwise, AP requests and health checks will fail

Create Cloud Server Qllc
O Cloud Server Name Cloud Server ID
demo-35000-0sgla 230d4433-fd32-430-8a2b-fafdaf3117f4
Name of the ECS on
v -35000-mpw: _ -1037-4219-3b0a- 481
2 Which the pod resides  2020802e-4937-4219-a00a-c4dbe6307481
cli-demo a26406c-40d-4171-bab7-341(1498528a

3 m Cancel

Step 4 Click Finish.

< | Create VPC Channel

jgure VPC Channel ———— (€ Select Cloud Server (3 Finish

(® select Cloud Server

Cloud Server Name Cloud Server ID Weight @ Operation

demo-35000-mpwse 262d802e-4937-4219-ab0a-c4dbe6307481 1 Remove

@

[E1

Feadbach

Previous Cancel Finish

--—-End

Opening an API

Step 1 Create an API group, as shown in Figure 1-6.
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Figure 1-6 Creating an API group
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Custom
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Step 2 Create an APL.

For details, see APl Gateway User Guide.

1.

Click Create API.

Figure 1-7 API list

D Complete tasks to win bonus points.

Set the basic information of the API.

Figure 1-8 Setting the basic API information

< | Create API

@ set Basic Information (2) Define API Request (3) Define Backend Request @o

Basic Information

Name cee_demo
API Group cce_group w | ¢ Create APl Group
Gateway Response default v

ity

Security Authentication App 1AM Custom m

Mo authentication with low security. Access is granted to all users. (Not recommended)

Tag Name 1

On the Define APl Request page, set the API request information.
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5.

< | Create API

(1) set Basic nformation € Define API Request (3) Define Backend Request

Define APl Request
Domain Name  37e7e3d53c944c09a92585ee5633769%.

protocol HTTP HTTPS HTTPRHTTPS

Matching Exact match Prefix match
* Method GET v
CORS

Input Parameters

3ins. Learn more about CORS.

On the Define Backend Request page, set the backend request information.

If the access mode of the target CCE workload is NodePort, select Configure
now, and select the VPC channel created in Creating a VPC Channel. If the
access mode is LoadBalancer, select Do not configure, and enter the access
address and port of the load balancer. This step uses NodePort as an

example.

< | Create AP
(@) Define Response

(@) set Basic Information (2) Define API Request © Define Backend Request

Define Backend Request

Backend Type HTTP/HTTPS FunctionGraph Mock

Default Bac

Basic Information
Protocol HTTP
Method GET

Configure VPC Channel Da not configure

Select a VPC channel

WPC Channel apig-cce - ||c Manage vpc channel
Host Heade:

path

Tim 5000

Backend Authentication

On the Define Response page, enter an

example SUCcCess response.
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< | Create API

':z:' Set Basic Information o Define Response

'@} Define APl Request '::3:' Define Backend Request

Define Response

* Example Success Response Welcome to Nginxl

Example Failure Response

6. Click Finish.

Step 3 Debug the API.
1. Click Debug.

. .
Figure 1-9 API list
APIS @ You an rete 58 more APt (max. AP 100 importe1

Complete tasks to win bonus points

@ AllAPI groups ~ || All environments ~ Q|| Tagname ¥ ||C
cce_demo = Public None cce_group = = Jul 05, 2020 17:04:02 GMT+08:00 publish// More +

2. Debug the API.

Figure 1-10 Debugging the API ("200" indicates that the API is called
successfully.)

APl Gateway 1 Apis / cce_demo / Debug coe_demo publish Edit

protocol > -
Request  hitpy/4d8f79aa4ce1448381 Ocf57ecOfs 3bat.
Method
| apis GeT /eI
Path Hosts adefressacatissaloctsTecorsIbes. - o
Request Throtting User-agent: APIGateusyDebugClient/1.0
Query Key Value Operation Fomfrnts o D
Access Control paramaters
® aga
e
E Header Key value Operation
varameters
vec
<
:
esponse
491 Calling -
sl ]
cor
s
e Typer text/ntnl; charset-UTr o
. 65 3u1 2020 0s:05:13 GHT
0= se. 26 iny 2000 15:08:20 QT
se
=
=
=
X-apis-Up
X-Request-1d: Semseas2e0co0575067495e4115751e

<IDOCTYPE html>

Step 4 Publish the API.
1. Click Publish.
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Figure 1-11 API list
APIS @ You can cste 9 more APl (AP 10)

Complete tasks to win bonus points

0] All APl groups + | | All environments v Q|| TagName ¥ || C
Name Environment  Visibility Security Authen.. APl Group Description ~ TagName  Last Updated Operation /
cce_dema - Public None ce_group - - Jul 05, 2020 17:04:02 GMT+08:00 More ~
AP|_Paas_0. - Public App APIGroup_0. - - Jun 24, 2019 19:19:00 GMT+08:00 Authorize App | Publish | More ~

2. Enter a description.

Figure 1-12 Publishing an API

« Publish APl

APl Name cce_demo
Environment RELEASE + | € Create Environment
Description

--—-End

Calling the API

Step 1 In the API list, click the API you created, and copy the URL on the displayed API
details page.

1. Go to the API details page.

Figure 1-13 Clicking the name of an API
API Gateway 1 apis (@ You can create 98 more APls (max. APls: 100).

Shared Gateway Complete tasks to win bonus peints.
API Publishing
APl Groups @ All API groups A All environments A

Name / Environment  Visibility Security Authen..  API Group Description  Tag Name Last Updated «
Request Throttling
RELEASE Public Mone Cce_group - - Jul 05, 2020 17:04:02 GMT+08:00
Access Control

2. Copy the URL on the displayed API details page.

Figure 1-14 Copying the URL

APls | cce_demo Switch API

Dashboard AP Call Authorization Request Throttling Policies Access Control Policies
API URL http://4d8f793a4c8f448301 Ocf5ecDf53bab. f

Step 2 Paste the URL to the address bar of a browser. The following page will be
displayed if the API request is successful.
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To limit the number of API calls that will be received within a specific period,

create a request throttling policy and bind it to the API. For more information, see
API Gateway User Guide.

&« C @ Not secure | 5e3el17a8edfd4d488dd3al59975eceff. " " b

Welcome to nginx!

If you see this page, the nginx web server is successfully installed and
warking. Further configuration is required.

For online documentation and support please refer to nginx.org.
Commercial support is available at nginx.com.

Thank you for using nginx.

--—-End
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Selectively Exposing Service Capabilities
of a Data Center

The backend services of APIG can be deployed in the following modes:

e Deployed in a VPC and accessible only using private IP addresses.

You can create a VPC channel on APIG to enable network routing between
APIG and the VPC.

e Deployed on the public network and accessible using a public IP address.

e Deployed in an on-premises data center and not accessible using a public IP
address.

If you use a dedicated API gateway, you can set up a connection between
your on-premises data center and the gateway.

This section describes the precautions for using APIG to selectively expose APIs of
backend services deployed in a local data center.

Connecting a Data Center to APIG
Step 1 Create a VPC.

For details, see the section "Creating a VPC" in the Virtual Private Cloud User
Guide.

To allow APIG to access services in your on-premises data center, bind a VPC to
your dedicated gateway, and establish a connection between the data center and
VPC.

Issue 01 (2023-04-06) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 10
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Figure 2-1 Creating a VPC

Basic Information

Region

Name

IPv4 CIDR Block

192 [-| 188 |- . /|16

8-24 (Select) 172.16.0.0/12-24 (Select) 192.168.0.0/16-24 (Select)

The CIDR block 192.168.0.0/16 overlaps with a CIDR block of anather VPC in the current region. If you intend to enable communication between VPCs or between a

VPC and an on-premises data center, change the CIDR block. View VPC CIDR blocks In current region

Enterprise Projact default v | C Create Enterprise Project (3)

Advanced Settings

Default Subnet

Az AZ v @

Name stbnet-364f

1Pv4 CIDR Block 0 /124 v | @ Auilable IP Addresses: 251
1Pv6 CIDR Block Enable ()

Associated Route Table Default (3)

(11 NOTE

e Specify a subnet for your dedicated gateway.

e A connection can be used to connect a local data center to only one VPC. You are
advised to bind the same VPC to all your cloud resources to reduce costs.

e If a VPC already exists, you do not need to create a new one.

Step 2 Create a dedicated gateway.

For details, see section "Creating a Dedicated Gateway" in the User Guide.

Issue 01 (2023-04-06)
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Figure 2-2 Creating a dedicated gateway

Step 3 Enable Direct Connect by referring to the Direct Connect User Guide.

1.

Create a connection.

Apply for a connection from your account manager. If you do not have an
account manager, contact technical support.

Create a virtual gateway.

The virtual gateway is a logical gateway for accessing the VPC bound to the
dedicated gateway.

(10 NOTE

Select the subnet that the dedicated gateway uses, to connect to the VPC. For details
about the subnet, go to the gateway details page.

Create a virtual interface.

The virtual interface links the connection with the virtual gateway, enabling
connectivity between the connection and the VPC of the dedicated gateway.

Configure the remote gateway and remote subnet as the gateway and subnet
for accessing the open API of your on-premises data center. For example, if
the API calling address of your data center is http://192.168.0.25:80/{UR/},
configure the remote gateway and remote subnet as those of 192.168.0.25.

Step 4 Verify the network connectivity.

Create another pay-per-use ECS and select the same VPC, subnet, and security
group as the dedicated gateway. If the data center can connect to the ECS, the
data center can also connect to the dedicated gateway.

--—-End

Issue 01 (2023-04-06)
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Exposing APIs with the Dedicated Gateway

After you connect the data center to the dedicated gateway, you can expose APIs
using the gateway. For details, see "API Opening" in the User Guide.

When creating an API, specify the backend address as the API calling address of
your data center.

Issue 01 (2023-04-06) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 13
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Exposing Backend Services Across VPCs

3.1 Introduction

Scenario

If the VPC of your backend server is different from that of your gateway, how do
you configure cross-VPC interconnection? This section uses Elastic Load Balance
(ELB) as an example to describe how to expose services in a private network load
balancer using APIG.

Solution Architecture

Advantages

Restrictions

Figure 3-1 Exposing backend services across VPCs

VPC2

VPC1  — >

APl Gateway VPC Peering
@ - = A R @ """""" TR ’
User ELB ECS
1] A

Without modifying the existing network architecture, you can have all requests
directly forwarded to your backend server through flexible configuration.

VPC 1, VPC 2, and the VPC CIDR block of your gateway cannot overlap. For details
about the VPC CIDR block planning of the gateway, see Table 3-3.
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3.2 Resource Planning

Table 3-1 Resource planning

Resource Quantity
VPC 2
Dedicated gateway 1
Load balancer 1
ECS 1

3.3 General Procedure

Create VPC

|

Create gateway

Issue 01 (2023-04-06) Copyright © Huawei Cloud Computing Technologies Co., Ltd.
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Create a VPC.

Create two VPCs, one for your gateway and the other for your backend
service.

Create a gateway.

Create a dedicated gateway in VPC 1.

Create a load balancer.

Create a load balancer in VPC 2.

Create a VPC peering connection.

Create a VPC peering connection to connect VPC 1 and VPC 2.
Configure a route.

Configure a route for the dedicated gateway by setting the IP address to the
IPv4 CIDR block of VPC 2 where the purchased load balancer is located.

Create an API.

Create an APl and set the backend service address to the IP address of the
load balancer.

Create an ECS.
Create an ECS in VPC 2, and deploy the backend service on the ECS.
Debug the API.

Verify that the connection to the private network load balancer is successful.

3.4 Implementation Procedure

Creating a VPC

Step 1 Log in to the network console.

Step 2 In the navigation pane, choose Virtual Private Cloud > My VPCs.

Step 3 On the Virtual Private Cloud page, click Create VPC, and configure the
parameters by referring to Table 3-2 and Table 3-3. For details, see sections
"Creating a VPC" and "Creating a Subnet for the VPC" in the Virtual Private Cloud
User Guide.

Issue 01 (2023-04-06)
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Basic Information

Default Subnet

Table 3-2 Configuration information

Parameter Description
Region Select a region.
Name Enter VPC1. This VPC will be used to run a gateway.

Enterprise Project

Select default.

AZ

The AZ to which the subnet belongs. Select AZ1.

Name

VPC.

A subnet is automatically created when you create a

Table 3-3 VPC CIDR block planning

VPC 1 VPC of APIG VPC 2

10.X 172.31.0.0/16 Must be different from VPC 1 and the
VPC of the gateway.

172.X 192.168.0.0/16

192.X 172.31.0.0/16

Step 4 Click Create Now.

Step 5 Repeat Step 3 to Step 4 to create VPC2 for running your backend service.

--—-End

Issue 01 (2023-04-06) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 17
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Creating a Gateway

Step 1 Log in to the APIG console.

Step 2 In the navigation pane, choose Dedicated Gateways.

Step 3 Click Create Dedicated Gateway.

Table 3-4 Gateway information

Parameter Description

Billing Mode Billing mode of the gateway. Select Pay-per-use.

Region Select the region where the gateway is located. It must
be the same as the region of VPC 1.

AZ The AZ where the gateway is located. Select AZ1.

Gateway Name

Enter a name that conforms to specific rules to
facilitate search.

Maintenance

Edition Select Professional. The edition cannot be changed
after the gateway is created.
Scheduled Select a time period when the gateway can be

maintained by technical support engineers. A period
with low service traffic is recommended. For this
example, retain the default value 22:00:00---02:00:00.

Enterprise Project

Select the enterprise project to which the gateway
belongs. For this example, retain the default value
default.

Network

Select VPC 1 and a subnet.

Security Group

Click Manage Security Groups and create a security
group. Ensure that you have selected default for
Enterprise Project.

Description

Description of the gateway.

Step 4 Click Next.

Step 5 If the gateway configurations are correct, read and confirm your acceptance of the
customer agreement and privacy statement, and click Pay Now.

--—-End

Buying a Load Balancer

Step 1 Log in to the network console.

Step 2 In the navigation pane, choose Elastic Load Balance > Load Balancers.

Step 3 Click Buy Elastic Load Balancer.

Issue 01 (2023-04-06) Copyright © Huawei Cloud Computing Technologies Co., Ltd.
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Step 4 Configure the load balancer information. For details, see section Load Balancer in
the Elastic Load Balance User Guide.

Basic Information

Biling Mode VeartyMorthiy
Region °
\Z AZ1
Network Configuration
Public IPv4 network Private IPv4 1PV6 net ®
vPC vpe2 v | © viewvres
Subnet subnet-02(192.168.0.0/24) v | C View Subnet
Automaticaly assign P
fication:
Application load balancing (HTTP/HTTPS) Network load balancing (TCP/UDP) ®
Specifications cps Maximum Connections Bandwidth (Mbit's) TTNG)
® smai 10,000 500,000 50 10
smaii 20000 1,000,000 10 2
Medium | 40,000 2,000,000 200 40
Medium I 80,000 4,000,000 400 20
Largel 200,000 10,000,000 1,000 200
Lerge ! 400000 20000000 2000 400
Sefected spedifcations G ]
10Lous
Name eaiy
Enterprise Project ceraut <] C @ creaeenterprise projec

Advanced Seftings v Backend Subnet

Table 3-5 Load balancer parameters

Parameter Description

Type Type of the load balancer.

Billing Mode By default, Pay-per-use is selected.

Region Select the region where the load balancer is located. It
must be the same as the region of VPC 2.

AZ The AZ where the load balancer is located. Select AZ1.

Network Type Select Private IPv4 Network.

VPC Select VPC 2.

Subnet Select a subnet.

Specification Select Network load balancing.

Name Enter a load balancer name that conforms to specific
rules to facilitate search.
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Parameter Description

Enterprise Project Select default.

Step 5 Click Next.
Step 6 Confirm the configuration and click Submit.

Step 7 Add a listener.

1. Click the name of the load balancer. On the Listeners tab page, click Add
Listener.

Configure the listener name, frontend protocol, and port, and click Next.

Configure the backend server group name, backend protocol, and load
balancing algorithm. Then click Next.

Add backend servers and click Next.
5. Click Submit The following figure shows the configuration.

Figure 3-2 Listener information

Basic Information Backend Server Groups Tage
listener-tip & [m}
TCP/80 sg_server_http
All IP addresses Configure Enabled @

Mar 02, 2023 15.00:40 GMT+08.00 -2

Advanced Seftings

Figure 3-3 Backend server group information

o
TCcP Weighted round robin
Enabled | Configure Disabled

Dual stack

--—-End

Creating a VPC Peering Connection

Step 1 Log in to the network console.

Step 2 In the navigation pane, choose Virtual Private Cloud > VPC Peering
Connections.

Step 3 Click Create VPC Peering Connection and configure the parameters.

Table 3-6 Configuring a VPC peering connection

Parameter Description

Name Enter a VPC peering connection name that conforms to
specific rules to facilitate search.
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Parameter Description
Local VPC Select VPC 1.
Account By default, My account is selected.
Peer Project Select a project
Peer VPC Select VPC 2.

Step 4 Click OK.

Step 5 In the displayed dialog box, click Add Route to go to the VPC peering connection
details page.

Step 6 On the Local Routes tab page, click Route Tables.
1.  Under Routes, click Add Route.

2. In the displayed dialog box, enter the route information.

- Destination: Enter the service address displayed on the details page of
the load balancer.

- Next Hop Type: Select VPC peering connection.
3. Click OK.

Figure 3-4 Local routes

Step 7 Go to the Peer Routes tab page, and click Route Tables.
1.  Under Routes, click Add Route.
2. In the displayed dialog box, enter the route information.

- Destination: Enter the private outbound address displayed on the details
page of the dedicated gateway.

- Next Hop Type: Select VPC peering connection.
3. Click OK.

Figure 3-5 Peer routes

‘‘‘‘‘‘‘‘‘‘‘

--—-End

Configuring a Route

Step 1 Log in to the APIG console.

Step 2 In the navigation pane, choose Dedicated Gateways.
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Step 3 Click the name of the created dedicated gateway or click Access Console.

Step 4 Click Change in the Routes area, enter the IPv4 CIDR block of VPC 2 where the
load balancer you purchased is located.

(] Basic Information © Ruming 2 Inbound Access

[N
=
[=!

N

(® Outbound Access

N

Step 5 Click Save.
----End

Creating an API
Step 1 Log in to the APIG console.

Step 2 In the navigation pane, choose Dedicated Gateways. Then click a gateway name
or click Access Console.

Step 3 In the navigation pane, choose API Publishing > APIs. Then click Create API.

Step 4 Configure the basic information and click Next.

Table 3-7 Frontend configuration

Parameter Description

APl Name Enter a name that conforms to specific rules to
facilitate search.

Group The default option is DEFAULT.

Gateway Response Select a response to be displayed if the gateway fails to

process an API request.
The default gateway response is default.

Authentication Mode | APl authentication mode. Select None.

Step 5 Define the API request parameters and click Next.
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Table 3-8 Parameters for defining API requests

Parameter

Description

Domain Name

The system automatically allocates a debugging
domain name to each API group for internal testing.
The domain name can be accessed 1000 times a day.

Protocol Request protocol of the API. Set this parameter to
HTTPS.

Path Path for requesting the API.

Method Request method of the API. Set this parameter to GET.

Step 6 Define the backend service parameters and click Next.

Table 3-9 Parameters for defining an HTTP/HTTPS backend service

Parameter Description
Protocol Set this parameter to HTTP.
Method Request method of the API. Set this parameter to GET.

VPC Channel

Select Skip, and enter the service address of the load
balancer you created.

Path

Path of the backend service.

Step 7 Define the response and click Finish.

--—-End

Buying an ECS

Step 1 Log in to the cloud server console.

Step 2 Click Buy ECS.

Step 3 Configure the basic settings and click Next: Configure Network.

Table 3-10 Basic settings

Parameter Description

Billing Mode Select Pay-per-use.

Region Select the region where the ECS is located. It must be
the same as the region of VPC 2.

AZ Select the AZ where the ECS is located.

Specifications

Select specifications that match your service planning.
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Parameter

Description

Image

Select an image that matches your service planning.

Step 4 Configure the network settings and click Next: Configure Advanced Settings.

Table 3-11 Network settings

Parameter

Description

Network

Select VPC 2 and a subnet.

Security Group

Select the security group created for the dedicated
gateway.

EIP

Select Not required.

Step 5 Configure advanced settings and click Next: Confirm.

Table 3-12 Advanced settings

Parameter Description

ECS Name Enter a name that conforms to specific rules to
facilitate search.

Login Mode Credential for logging in to the ECS. The default option
is Password.

Username The default user is root.

Password Set a password for logging in to the ECS.

Confirm Password Enter the password again.

Step 6 Confirm the configuration and select enterprise project default.

Step 7 Read and confirm your acceptance of the agreement. Then click Submit.

--—-End

Debugging the API

Step 1 On the Backend Server Groups tab page of the load balancer, add the ECS.

A

ivate IP Address Health Check Result (2) Weight Backend Port
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Step 2 Start the ECS.

Step 3 Go to the APIs page of the dedicated gateway, choose API Publishing > APIs,
and then choose More > Debug in the row that contains the APl you created.

Step 4 Enter the request parameters and click Send Request.
If the status code is 200, the debugging is successful.
----End

Issue 01 (2023-04-06) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 25



API Gateway
Best Practices 4 Interconnecting with WAF

Interconnecting with WAF

To protect API Gateway and your backend servers from malicious attacks, deploy
Web Application Firewall (WAF) between APl Gateway and the external network.

Figure 4-1 Access to a backend server

2_Forwards only normal requests - 3. Routes normal requests to the
1. Sends requests (o WAF. o AP| Galeway. ’D\ }_J ‘ | backend server.
—_— > _— > | , —

Client WAF AP Gateway Backend server

(Recommended) Solution 1: Register APl Group Debugging Domain Name
on WAF and Use the Domain Name to Access the Backend Service

API groups provide services using domain names for high scalability.

Step 1 Create an API group in a gateway, record the domain name, and create an APl in
the group.

Figure 4-2 Creating an API group and recording the subdomain name

API Groups / APIGroup_0001
Summary APIs Variables Domain Names Gateway Responses
APIGroup_0001 z

Mar 02, 2023 16:54:16 GMT+08:00

>>>>>>>>>>>
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Step 2 Go to the WAF console, and add a domain name by configuring Server Address
as the API group domain name and adding a certificate. For details, see section
"Connection Process (Cloud Mode)" in the Web Application Firewall User Guide.

(11 NOTE

You can use a public network client to access WAF with its domain name. WAF then uses
the same domain name to forward your requests to APl Gateway. There is no limit on the
number of requests that APl Gateway can receive for the domain name.

Add Website

SelectType @ Cloud mode Dedicated mode

@ contgwe

Domain Name Example100.com Non-standard Port

Step 3 On the gateway details page, bind the domain name to the API group.

AP Groups | APIGroup_0001 Manage AP! Eport A7

[

Bind Independent Domain Name

Operation

Step 4 Enable real_ip_from_xff and set the parameter value to 1.

(11 NOTE

When a user accesses WAF using a public network client, WAF records the actual IP address
of the user in the HTTP header X-Forwarded-For. APl Gateway resolves the actual IP
address of the user based on the header.
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uuuuuuuuuuuuuuuu

--—-End

Solution 2: Forward Requests Through the DEFAULT Group and Use Gateway
Inbound Access Address to Access the Backend Service from WAF

Step 1 View the inbound access addresses of your gateway. There is no limit on the
number of times the APl gateway can be accessed using an IP address.

e VPC Ingress Address: VPC access address
e EIP: public network access address

asic Information Configuration Parameters VPC Endpoints

Basic Information @ Running ¢/ Inbound Access
apig-qimao-bk3-nodelete o VPC Ingress Address a

EIP(ELE; {J Unbind 1P Bandwidth 100 Mbitjs £

B -2

(B Outbound Access

(¥ Billing

Pay-per-use

Mar 10,2023 15:31:36 GMT+08.00

Step 3 Go to the WAF console, add a domain name by configuring Server Address as an
inbound access address of your APl gateway and adding a certificate, and then
copy the WAF back-to-source IP addresses. For details, see .
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(11 NOTE

e If WAF and your gateway are in the same VPC, set Server Address to the VPC access
address.

e If your gateway is bound with an EIP, set Server Address to the EIP.

Add Website

SelectType (@) Cloud mode

@ confgue

Example100.com Non-standard Port
2443

Client Protocol  Server Protocol  Server Address Server Port

ures v || wres

© add

Manage APl

APl Groups / DEFAULT

APIs

Step 5 Enable real_ip_from_xff and set the parameter value to 1.

(11 NOTE

When a user accesses WAF using a public network client, WAF records the actual IP address
of the user in the HTTP header X-Forwarded-For. APl Gateway resolves the actual IP

address of the user based on the header.

Gateway

onon

on

ECDHE ECDSA-AES255-GCM-SHA3E4 ECDHE RSA AE

ECDHE ECDSA-AES255-GCH-SHAJS4,ECDHE RSAAE
Nov 17, 2022 145729 GMT=08:00

on

Upsaies  operton

Nov 17, 2022 145729 GMT=08:00

yyyyyyyyyy

Nov 2, 2022 19:57:50 GMT+08:00
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